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Blockchain 101
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Why Blockchain Matters:

“This is not about the technology, it’s about trust.”  
David Furlonger, Research Vice President, Gartner

“The blockchain does one thing: It replaces third-party 
trust with mathematical proof that something happened.” 
Adam Draper, Founder of Boost VC

“The interesting thing about blockchain is that it has made 
it possible for humanity to reach a consensus about a 
piece of data without having any authority to dictate it.” 
Jaan Tallinn, Co-Founder Bluemoon
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Source: Sogeti Netherlands 2018

Leading Cryptocurrencies

Bitcoin (BTC) Ethereum (ETH)

Ripple (XRP) Bitcoin Cash (BCH)

Litecoin (LTC) EOS (EOS)
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Ledger
Is the principal book or computer file for recording and totaling economic 
transactions measured in terms of a monetary unit of account by account 
type, with debits and credits in separate columns and a beginning monetary 
balance and ending monetary balance for each account.

Date Explanation Ref Debit Credit

01/15/2018 Equipment 111 200.00

01/15/2018 Cash 311 10.00

01/15/2018 Accounts Payable 433 190.00

02/15/2018 Advertising Expense 222 500.00

02/15/2018 Cash 311 500.00

Source: https://en.wikipedia.org/wiki/Ledger

https://en.wikipedia.org/wiki/Ledger
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Shared (or Distributed) Ledger
 It is a consensus of replicated, 

shared, and synchronized digital 
data geographically spread 
across multiple sites, countries, or 
institutions. 
 There is no central administrator 

or centralized data storage.
 A peer-to-peer network is 

required as well as consensus 
algorithms to ensure replication 
across nodes is undertaken. 
 One form of distributed ledger 

design is the blockchain system.

Node 1

Node 2

Node 3Node 4

Node 5

https://en.wikipedia.org/wiki/Distributed_ledger

Presenter
Presentation Notes
The distributed ledger database is spread across several nodes (devices) on a peer-to-peer network, where each replicates and saves an identical copy of the ledger and updates itself independently. The primary advantage is the lack of central authority. When a ledger update happens, each node constructs the new transaction, and then the nodes vote by consensus algorithm on which copy is correct. Once a consensus has been determined, all the other nodes update themselves with the new, correct copy of the ledger. [3][4] Security is accomplished through cryptographic keys and signatures. 

https://en.wikipedia.org/wiki/Distributed_ledger


Node 1
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Consensus
 The critical challenge in a 

distributed ledger is that there is 
no central authority to determine 
what to add to the ledger.
 Consensus procedures enable 

nodes to reach agreement on 
what to add next to the ledger.  
Proof of work, proof of stake are 
examples.

https://blockgeeks.com/guides/blockchain-consensus/

Compute Puzzle

Solve Puzzle

Create Block

Node 2

Node 3

Verify Puzzle

Verify Puzzle

Other Nodes

Broadcast to all nodes

https://blockgeeks.com/guides/blockchain-consensus/
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Cryptographic Hash Function
 It is a mathematical algorithm 

that maps data of arbitrary size 
to a bit string of a fixed size (a 
hash) 
 and is designed to be a one-

way function, that is, a function 
which is infeasible to invert.

Source: https://en.wikipedia.org/wiki/Cryptographic_hash_function

https://en.wikipedia.org/wiki/Cryptographic_hash_function
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Blocks, Merkle Tree  Blocks hold batches of valid 
transactions that are hashed 
and encoded into a Merkle tree; 
 Each transaction (example: TA ) 

is hashed;
 Then each pair of transactions 

is concatenated and hashed 
together, and so on until there is 
one hash for the entire block;
 “T” designates a transaction, “H” 

is a hash;
 A typical block has over 100 

transactions.https://www.investopedia.com/terms/m/merkle-tree.asp

TA TB TC TD TE TF TG TH

HA HB HC HD HE HF HG HH

HAB HCD HEF HGH

HABCD HEFGH

HABCDEFGH

Presenter
Presentation Notes
In bitcoin's blockchain, a block of transactions is run through an algorithm to generate a hash, which is a string of numbers and letters that can be used to verify that a given set of data is the same as the original set of transactions, but not to obtain the original set of transactions. Bitcoin's software does not run the entire block of transaction data – representing 10 minutes' worth of transactions on average – through the hash function at one time, however. Rather each transaction is hashed, then each pair of transactions is concatenated and hashed together, and so on until there is one hash for the entire block. (If there is an odd number of transactions, one transaction is doubled and its hash is concatenated with itself.)Visualized, this structure resembles a tree. In the diagram below, "T" designates a transaction, "H" a hash. Note that the image is highly simplified; an average block contains over 500 transactions, not eight.

https://www.investopedia.com/terms/m/merkle-tree.asp
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Blockchain
 It is a growing list of records, called blocks, which are 

linked using cryptography. 
 Each block contains a cryptographic hash of the 

previous block, a timestamp, and transaction data.

Block 1

Hash 0

Record 101

Record 102

Hash

Block 2

Previous Hash

Record 103

Record 104

Hash

Block 3

Previous Hash

Record 105

Record 106

Hash

12/15/2018 @ 10:59pm (UTC) 12/16/2018 @ 11:02pm (UTC) 12/17/2018 @ 10:32pm (UTC)
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Smart Contract
 Is a computer protocol intended 

to digitally facilitate, verify, or 
enforce the negotiation or 
performance of a contract. 
 Allow the performance of credible 

transactions without third parties. 
 Transactions are trackable and 

irreversible.
 Aim is to provide security that is 

superior to traditional contract law 
and to reduce other transaction 
costs associated with contracting. 
https://en.wikipedia.org/wiki/Smart_contract https://www.tradefinanceglobal.com/posts/ethereum-competitor-to-bitcoin/

https://en.wikipedia.org/wiki/Smart_contract
https://www.tradefinanceglobal.com/posts/ethereum-competitor-to-bitcoin/
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Example Application



CryptoKitties Workflow
1. Setup Account on Gemini to buy Ethereum (ETH) 
2. Setup Metamask Wallet (Google Chrome Plugin)
3. Setup Account on www.cryptokitties.co
4. Wire transfer USD from my bank to Gemini Account
5. Transfer ETH from Gemini to a Metamask Wallet
6. Purchase Two CryptoKitties
7. Breed them
8. Now I have Three CryptoKitties!  
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http://www.cryptokitties.co/
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0.3 ETH
@ 158.40 USD

47.52 USD

+ Fee    0.48 USD
Total 48.00 USD

Transfer Fiat (USD) from My Bank into Gemini Account and Buy Ether (ETH)
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Transfer Ethereum (ETH) to Metamask Wallet
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Block # 7504176

Transaction Hash

Destination Address

0.100000 ($15.98) ETH Transferred
0.000147 (  $0.02) ETH Transaction Fee

Blockchain Transaction
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Parent Hash

Hash

Parent Hash

Hash

Block 7504175

Block 7504176
Block 7504177

Block that Contains The Transaction
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Shop for CryptoKitties
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Each Kittie has a Unique Number (Token ID)
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To Buy a Kittie, the Application Opens Metamask Wallet to Pay For It
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tokenId = Cat

Behind the scenes, the following is the actual Blockchain Transaction
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You Need Two Kitties to Breed
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Second Transaction
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My Token (Cat) Inventory
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Breeding Costs: 0.008 ETH plus fees
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Breeding Transaction on Blockchain

Parents

Breeding Cost
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My Transaction History
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New Cat Sire Matron

The Proud Parents



© INSTITUTE OF FOOD TECHNOLOGISTS | ALL RIGHTS RESERVED30

Matron

Loki’s Transaction, Cattributes, ID and Link to Matron
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Querying a Smart Contract on the Blockchain
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Query by tokenID results in a listing of attributes
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What else can I do with my cats?
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Source: http://origin.bureauveritas.com/

Food Industry Example
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@foodsafetydad
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