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Why is blockchain exciting? Data Sharing.

Most of the excitement about blockchain is really just
excitement about the possibility of sharing data across
company lines.

- For some entire industries, this is an unfamiliar concept.

- For industries where data sharing is familiar and interesting, blockchain
presents an interesting way to discuss it...and to raise awareness of the need
for data sharing across organizational silos.
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Presenter
Presentation Notes
Much of the hype, indeed all of the excitement of “blockchain” or distributed ledger technology – is really excitement about data sharing.  


The Global Language of Business

GS1 Standards

®

Identify GS1 Identification Numbers
'@ Companies, Products, Locations,
Logistics, Assets, and Services

®

Capture GS1 Data Carriers
@.D Barcodes and EPC®-enabled RFID

4 ° Share GS1 Data Exchange
Ll Y/ Master Data, Transactional Data,
"ANY) and Physical Event Data
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Industry Driven Standards Evolution
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Where does GS1 fit and where does “blockchain” fit?

e Track & Trace, anti-counterfeit
Business Applications + Order-to-cash processes
e Electronic commerce

* Standardized identifiers

fits e Transaction data

here '

e Visibility event data
Master data

» Oracle, IBM, Microsoft, Teradata, etc.
* Amazon, Google, Bluemix, etc.
 EDI Networks, VANs, data pools

» Enterprise access and user layers

Database or other data
sharing technology, access
and user layers

Blockchain
is here »

Blockchain is a shared, secure, distributed ledger
GS1 facilitates standards for data and some business applications
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Blockchain and GS1 – how do they work together? 

A Blockchain is one layer of an overarching architecture to solve a business problem. It is important to differentiate that from what GS1 tries to do with industries (which is identification, creation of data, and use of a common language to talk about how those things move things around and inter-operate).  Our world of identifying, capturing, and sharing data is getting complicated in a world of voice recognition, image purchasing, and robots, but the foundational layer is strong. As we continue to expand and develop, making investments today are the right things to be doing to be prepared for the future.

The great news is that GS1 standards for identification of products, transactional and event data and data sharing are available and continually being improved. As you and your members explore Blockchain technologies and how it might solve your business problems, it’s important to understand that standards for identify, capture and share do not need to be reinvented – but perhaps they can be improved to help Blockchain technology work most effectively.



The Role of Standards in Blockchain

Business Applications Systems that generate

Blockchain is a
replicated, secure,

distributed ledger
GS1 facilitates

Data that is valuable!
and some business
applications

standards for data
Blockchain Blockchain Is written as a
Ledger Ledger ledger entry here
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Diving into this a but deeper, 
Blockchain, Business Applications and GS1 – how do they work together? 

Lets start at the top: 
The Business Application or the System Layer – These are the systems that actually capture data and generate the data records that help solve a business problem. In the case of food safety systems today, it is a food traceability system. (IBM Food Trust is an example, so is FoodLogiq).  These systems frequently incorporate master data, order to cash transactions and physical event data to provide a full snapshot of the lifecycle of a product. THIS IS WHAT IS NEEDED FOR FOOD SAFTEY and other efforts. 
 
SPEAKER NOTE: It’s important to note (and emphasize) that these solutions are almost never only about master data or only about event data. This makes talking about them with authority a challenge, as those speaking about the system layer often need to field questions about all different aspects of data sharing, as well as all of the different kinds of data that are being shared (e.g. master, transactional, event).

The Blockchain Layer – This layer is a ledger containing data generated from the System layer. It is a “registry” or “audit trail” of data that were generated by a system for a purpose. Now, exactly what is written to this layer may vary by network ecosystem and solutions. In some (not common) cases, the data that is written to the ledger could be full event information about a product. More often, the best practice that is emerging is to write a small block of information (called a “hash”) of the event to the ledger, which simply provides an audit or validation that the data generated (and shared) off chain has not been altered.  Another implementation may be to write pointers to the ledger that direct to other places (servers) that store event data records.  
 
Additionally, there are a number of ways  that the data written to a ledger is managed. The management of the process of getting data onto the ledger depends on the flavor of the blockchain (Ethereum, Hyperledger Fabric, etc). There is no standard for this and, at the moment, every “ecosystem” or “network” (defined as trading partners who are using a solution that has a blockchain layer) is different. 
 
NOTE TO SPEAKER It’s important to emphasize that ledgers are not data exchange mechanisms. They are databases of entries. As a result, it’s worth sharing with our audiences that the ledger layer is NOT the layer that allows companies to act on anything. The System layer is the data exchange layer that enables companies to act. The Blockchain layer provides only a few (albeit important) things: Trust and Immutability. Because the ledgers provide an audit trail of entries that cannot be changed, they enable trust that the data shared has not been changed or altered and they enable confidence that a series of events occurred at specific times (and, therefore, in a specific order). 

The GS1 Layer Sitting in the middle, are GS1 standards. Standards for identification and data sharing allow communication and data sharing between parties happen and make sense. Business applications that are based on GS1 standards can interoperate. Identification and data interfaces based on standards facilitate this interoperability. 

The great news is that investments industry has made for 40 years in GS1 standards for identification of products, transactional and event data and data sharing can and should be leveraged in business applications and are foundational to solving industry problems. As you and your members explore Blockchain technologies and how it might play a role with other applications in solving your business problems, it’s important to understand that standards for identify, capture and share do not need to be reinvented – but perhaps they can be improved to help Blockchain technology work most effectively.




The future landscape of ecosystems

Ecosystem Interoperability

Industry Participants Industry Participants

Solution/Application Solution/Application

Choice of distributed ledger Choice of distributed ledger

Bridging Blockchain Ecosystems
* Ensure use of GS1 standards for identity of parties, places, and products
* Ensure use of existing standards networks and vocabulary as common language for data sharing
« Establish inter-ecosystem and ecosystem-to-ecosystem governance
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We have talked about how GS1 standards create interoperability between business applications, and what is key at that level (unique identification and standard data models or APIS) but what about “blockchain interoperability?  

The reality is that it is likely there will be more than a single “ecosystem” of blockchain based solutions. We describe an ecosystem as a network of industry participants implementing a specific business application with a specific blockchain layer or foundation for the “ledger” component.  Sharing data between separate business applications is always possible, especially with standards, but how the “ledger layer” themselves connect across ecosystem so that “audit trail” can be shared across ecosystems is something that has yet to be determined. 

Indeed, it will take connection of all of the ecosystems within a specific supply chain to ensure full end to end supply chain visibility and create a true industry “network”.  Governance, not just of a singular ecosystem, but of the entire network of ecosystems will be a critical component for scale to be achieved. Operation, access and admittance, and other key implementation choices need to be determined by the full network which again will be made up of more than one ecosystem.

This cannot be determined by the solutions alone – this requires the bringing together of the industry partners leveraging those solutions and determining how to operate this “network” that leverages blockchain among themselves. THIS IS WHERE GS1 IS EXPERT at bringing together industry.



Use Case

What data helps you solve your problem?

Where did
this come
from?

GTIN: Navel Orange
Huckleberry Farm
Harvested 4-18-18

13:07

SunBright Packing Co
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Capture, Store, and Share Data

®
@1 The Global Language of Business © 2019 GS1 US All Rights Reserved 9
us



Enabling supply chain visibility

: Business process Anti-counterfeiting /
Couponing R Asset management
optimization provenance
Exception Chain of_custody / Food freshness
management ownership
Process documentation Customs clearance Inventory
management
Traceability Sales promotion

®
@1 The Global Language of Business © 2019 GS1 US All Rights Reserved 10
us



The 4 data dimensions of an EPCIS event

«  What objects are the subject of event?
Individual objects (GTIN + Serial Number or Lot/Batch Number)

*  When did this event take place?

Date, time, time zone

 Where did this occur and where are the objects thereafter?
Identity of physical location (Global Location Number or GLN)

Why did this event take place?
Business step (e.g. “Shipping”) and Disposition (e.g “in transit™)
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Enterprise Blockchains

A blockchain is just a shared ledger...
- It’'s a unique kind of ledger where:
« You can’t change data.
« You can’t delete data.
* You can’t query for data (at least in initial public blockchain implementations).
- This means that the data set could get BIG...really BIG.

*  When implemented to address business applications in the supply chain space, an
enterprise blockchain is generally an index that references off-chain data
(off-chain data can continue to be maintained in traditional data stores).

- These can be Electronic Product Code Information Services (EPCIS) repositories.
- This might solve the problem of ledgers getting too large.
- This also enables fast sharing of a common truth about events and contracts.
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Blockchains and Data Stores Working Together
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Enterprise Blockchain ledger

Off-chain resources
. Access and permission control layers

. Access and permission control layers
. Pointers to off-chain data and hashes of off-chain data

. Event, transaction and master data stored in accordance
. Some relevant pieces of data needed for validation and with GS1 standard data structures

business processes and smart contracts

. Identifiers based on GS1 Standards (party, location,
. Identifiers based on GS1 Standards (party, location, things, etc)
things, etc) < Other data resources that may be needed (documents,
. Data stored in accordance with GS1 standard data images, files, etc)
structures
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Pilots, Pilots, Pilots

March 21, 2018 Coffee & Company

Starbucks to pilot ‘bean to cup’
traceability with new technology

gocio Taps Blockchain to end SUPP|Y Harnessing blockchain for electronic
Chain Forced Labor health records

By Sara Friedman Jun 20, 2018

JP BUNTINX | MARCH 21, 2018 | 2:00 PM

Kelly Products to Launch Beef Blockchain to
Provide Complete Conception-to-Market
Tra nspa rency fOf Georgia Beef o T T Metals Exchange Forms Blockchain

Blockchain technology will provide beef market with greater visibility, safety and efficiency g s Group to Modernize Minerals Industry
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Common Themes

Most every Enterprise Blockchain pilot is revealing two important insights:

Basic business processes in pilot organizations need to be
adapted before distributed ledgers will bring the expected
value.

As organizations work to benefit from the added trust in
data sharing that immutable ledgers may provide, they are
already realizing operational benefits from the business
process adaptations that they’ve identified.
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This is has been the single consistent learning throughout all of the various pilots we have participated in concerning blockchain. The business processes that must be in place to accurately and consistently capture what is happening out there in the supply chain – are broken – or simply have never been put into place.  And basic business processes must be adapted before anything is ready to be shared internally or externally via a blockchain or some other fantastic data exchange mechanism.  

Although value and benefit directly attributable to distributed ledger technology remains elusive, organizations are achieving benefits to their operations, due to the necessary business process adaptations, as they implement distributed ledger capability for sharing data.  Examples include:
Better practices around product Master Data management and quality, i.e., less time spent correcting bad data due to right first time data practices.
Because the organization must learn and know their suppliers in order to use blockchain, organisations are for the first time understanding the scope and breadth of their supply chains and able to identify areas of improvement.

As organizations look to benefit from the added trust in data sharing that immutable ledgers provide, they are achieving benefits due to the necessary business process adaptations and preparing to share data in new ways with their partners.


Standards are the foundation
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Global Location Number

PRODUCT LOGISTICS

Brand Owner Identification
Product Descriptions
Product Classification

Global Data Synchronization Network

The GDSN connects trading partners to the
G51 Global Registry® via GSl-certified Data
Poaols, enabling the immediate electronic
sharing of standardized, up-to-date, accurate
infarmation,

TRANSACTIONAL DATA

EDI
Electronic Data Interchange

EDI enables the computer-to-computer
exchange of business documents between
campanies using a standardized format.

PHYSICAL EVENT DATA

EPCIS

Electronic Product Code =
Information Services

EPCIS is the standard for sharing

GTIN Global Trade item Mumber SSCC Serial Shipping Container -
iTe-1a asrza
EPC' Serialized Global Trade Cade E Carries & ST oo GTire it et coss
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GIAl  Global Individual Asset Carries a G “."'."'. STV 0 = Beriel Shipping
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in the physical world
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And as we all know – when it comes to capturing and sharing data about things and locations and organizations – especially across a vast and complex supply chain, data STANDARDS are an absolute requirement, and industry has spent over 40 years developing some of the most widely used standards anywhere. 


Tips for Supply Chain Practitioners

« Continue your education on blockchain technology and how it may help lead to
improvements in supply chain efficiency and security

* Focus on implementing the necessary core fundamentals for traceability,
including identification (products and logistics units), automated data capture
(barcodes, RFID, and other sensors), and physical event data sharing to lay the
groundwork for blockchain

« Participate in efforts to define requirements for industry-wide governance,
interoperability, and implementation roadmaps to ensure blockchain’s successful
evolution to a fit-for-purpose, scalable supply chain solution
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Standards Make Interoperability
Possible

Sharing uniqugfidentification
through a common language
of standards creates:;an
ecosystem of platforms,
applications,.and networks
that securely links people,
places, and things.
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By leveraging unique identification to activate an entire ecosystem of platforms, applications, and networks

By allowing for data exchange, analytics, and ultimately insights that can make my customers’ lives easier, better

By enabling enterprises to move at the speed of the consumer with innovative uses of technology via the Internet of Things (IoT)

By operationalizing the vision of connected people, places, and things


Standards Make Transparency and
Trust Possible

Delivering trusted product
data required for visibility
and traceability, providing
safer environments for
patients and.consumers
alike.
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Presentation Notes
By standardizing the identification of products, assets, and locations

By facilitating the sharing of that information between trading partners

By increasing visibility, and thereby traceability

By supporting the 2011 Food Safety Modernization Act

By supporting Food and Drug Administration Unique Device Identification (FDA UDI) and Drug Supply Chain Security Act (DSCSA)


Thank you

Angela Fernandez

Vice President
Community Engagement

300 Charles Ewing Boulevard
Ewing, NJ 08628

T +1 609.620.4506
E afernandez@gslus.org
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